- failure attracts hi

her level fines- 20 million Euros

General Data Protection Regulation (GDPR) Action Plan

to continue to implement
and monitor training
needs plan.

personal data.

Briefing note on GDPR prepared
for Clirs to be issued May 18.

better than they look and these
staff can be removed on the next
report. Mainly staff identified as
being low risk need to complete
and the relevant managers have
been chased again.

be higher. Issued basic
training sign off sheet for
staff with limited or no
access to personal data or
PC

Outstanding-failure attracts lower level fine -10 million Euros At Dec 17 At Jan 18 At Mar 18 At April 18 At May 18 At June 18
Ref |[Action Agreed action Work to date |Work to date |Work completed to date Target Date Next Review Progress Review Notes |Actions outstanding Responsible
and resources required | Officer
Issues under ICO's 12 Steps to take now
1. Awareness
1.1 Ongoing Data Protection training (Article 32 | All teams, IAO's and Completion rate to be Completion rate to be reviewed | E-learning % overall — 79.4% — | 80.8% - 87% non-low risk, As at the 19 June 18 90.5% | Completed but Jul-18 | List of staff not having Need as near to 100% as | DPO/LDSM/B
GDPR-testing i of isati training reviewed again at the end |again at the middle of March 18 | 132 to complete 23.8% low risk forms as at 14 overall completion — 64 not ongoing completed the e-learning | possible. May not be DITM
measures for security of and D ped in | of Jan 18 and issued to and issued to AD's . GDPR % main — 85.5% - 84 to complete | May. AD’s have since chased completed went to AD Group in Feb, |achievable given starters
ensure renewed every 2 years and non house interactive e- AD's after recent issuing | specific training via video/e % low risk — 23.8% - 48 to staff through Managers and 91.9% higher risk — 50 not March, April, May and leavers and long term
Y completion followed up. Include member learning package now up |of low risk dp training Il to go to informed of leavers and long completed June 18. The % includes | absences.
training. Implement ongoing training needs to 70% completion rate for | sheet for staff with no or  [IAO/s SM's early from May Member training booked in and | term absences still on the staff | 77.8% low risk — 14 not staff on long term leave,
plan. all staff and rising. Need | very little contact with training for apprentices (May 18) |list. So completion rates are completed maternity etc so % would

|2 Information the council holds - r ! ! r [ [ [ ]

Information asset
register/ records of
processing (ROPA)

Information assets registers should be
updated, reviewed and risk assessed on a
periodic basis by IAO's

Registers issued to all
IAQ's. Training provided to
update as and when
required and at least
every 6 months. Needs to
form part of IAO self
assessment checklist. Any
changes to registers need
to provided to the IGO to
update corporate register.
Guidance in IAO GDPR
Handbook.

Work being completed
towards ROPA.
Consolidating asset
register and identifying
legal basis for processing.

Work being completed towards
ROPA. Consolidating asset
register and identifying legal
basis for processing. Included in
IAO's checklist

LGA have now issued interactive
ROPA tool. To be considered by
DPO and BDIT Manager as
option to build on Asset Register
data. Forum meeting to discuss
with local DPO's at WLDC on 2
May

Have general privacy statement
and asset register. Need to build
up records in asset register.
Decide whether we are using the
LGA ROPA tool

Need to build on existing asset
register. Will be issuing IAO
checklist in July 18 and annually
thereafter including maintaing
aset register and assessing risks
to assets.

Reviewed by IAO's
every 6 months
and as and when
required.

Jul-18

Legal basis for processing
being added and links to
retention schedules and
Sharing Agreements

IGO and BDIT resolved
to have the ROPA
developed before May 18

IAO/BDIT/DP



https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-the-gdpr-12-steps.pdf

Agreed action

Contracts with Processors Article 28 identify
contracts for review and ensure these and
new are GDPR proof. Joined up
approach with Legal and Procurement

Information sharing-
with our data
(C

4. Individual's rights

to date

Work

Received terms and
conditions from
i

CCS issued standard
terms and conditions for

and need to review. IAO's

may need to be reviewed
or put into place.
Guidance in IAO GDPR
Handbook.

involving
processing of personal
data in Jan 18. Plan to list
contracts and contact
parties to agree variations
where required.

to date | Work completed to date

AD's chasing small number of
IAO's yet to complete. AD's

Plan in place to list contracts and | Plan ongoing, also considering
contact parties to agree GDPR contracts now issued by
variations where required. IAO's | supplier's.

requested to populate contracts

register and complete declaration

in Mar 18. AD's to declare. Next

stage to identify personal data

contracts and prioritise. Obtain

contact details to vary contracts

AD's chasing small number of
IAQ's yet to complete. AD's
signed off process and DPO and
Legal have started to amend on

Target Date

Dec-18

Next Review

Jul-18

Progress Review Notes

Progress with contracts
and partnership register
being up to date and sign
off by IAOs and then AD's
by 23 march then, we'll be
able to contact suppliers

Actions outstanding Responsible
and resources required | Officer

DPO/LDSM/P
Oand IAO's

ID contracts where
personal data and non
framework to then
contact suppliers

Rectification, right to be forgotten, data
portability- Articles 16-20. Document the
review and weeding process for software
systems storing personal data. This task
should have an assigned owner and be
monitored. Develop plan for ‘weeding’ of data
as part of R&D work.

Rights

Few systems have
procedures for removal of
personal data currently.
The BDIT Manager has
liaised with IAO's and
contacted all suppliers of
core systems. The
responses received are
varied and need to be
assessed and plan
actioned.

Ongoing discussions with
a number of suppliers
APP, | Trent, Index
making changes due to
GDPR and offering
products

Ongoing discussions with a
number of suppliers APP, | Trent,
Idox making changes due to
GDPR and offering products.
Outcome some products are
offering free upgrades, some are
offering enhancements for fee.
Enhancements can be achieved
currently although would save
time and resources. Need to
assess cost/benefit and demand

Supplier's are now coming up
with solutions and provided
patches and updates. In some
cases enhancements for a cost
where system can manually
achieve.

Dealing with systems as part of
contracts review.

Ongoing discussions with system
providers.

Ongoing

Jul-18

Suppliers have been in
contact regarding GDPR
changes to systems.
Uniform for Planning.
Civica for APP. Civica for
Universal Housing.
Considering reports to
teams re data being over x
years old.

Ongoing BDIT BDITM/IAO's

5. Subject access requests (SAR]

6. Legal basis for
processing personal
data




is to produce a basic
record of processing
activities by May with a
view to expanding on this
in due course, to be a full
scale database or
extending the asset
register to provide more
detail

Ref |Action Agreed action Work to date |Work to date | Work completed to date Target Date Next Review Progress Review Notes |Actions outstanding Responsible
and resources required | Officer
6.1 Legal bases Record of Processing Activities (ROPA)- Information regarding data | Being identified on asset | Being identified on asset register | Being identified on asset register | Detailing in privacy notices and | Detailing in privacy notices and Ongoing Jul-18 | Ongoing Database being BDITM/DPO
Article 30 to be prepared based on the asset |held and information flows |register for ROPA. for ROPA. and in privacy notices. LGA's in asset register in asset register developed or/and
register to include data sharing details and have been collated in the ROPA tool to be considered. information to be added
legal basis for ing. ROPA to |i tion asset register. to asset register and/or
be designed and implemented Investigations are being ROPA statement
undertaken as to how to
build on these records and
Y display them. the intention

& |s.chiden [ ! [ ! ! r r r | |
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10. Data protection

by design and data
protection impact
assessments (DPIA's)




Agreed action Work completed to date (Work com to date | Work completed to date Targef Next Revi Progress Review N ctions outstanding Responsible
nd resources required cer
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